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MEMORANDUM FOR: Wolf Haber, Treasury 
Mark R. Feldman, State 
John Warner, Central Inteliigency Ageney 
Martin R. Hoffman, Defense 
Antonin Scalia, Justice . 
PA James Frey, Office of Management and Budget 
Gerald P. Dargis, National Security Council 
William L. Brown, Interagency Classification 
' Review Committee 


Enclosed is a working Graft of a bill regarding the classi~ 
fication of documents in the interest of national defens 

or fForeian policy. The draft was informally submitted ne 
us From the Hill for our comments. 


Lam submitting a copy to you for your comments concerning 
direction, thrust, etc. Any movement in this area would, 

of ceuxse, significantly impact the Freedom of Information 
Act and the Privacy Act of 1974, After you have had an 
opeortunity to review this draft, let me know your comments. 


Dv. rn Puc lsbe. 
William M. Nichols 
Acting General Counsel 


Enclosure 
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A BILL 


7 fo amend title 5, United States Code, by adding a Rr eo to 
provide for the classification and declassification of official 
information in the interest of national defense, to regulate the 
wEauae classificaticn authority be Federal agencies, to establish 


an independent Classification Review Commission within the Execu- 


tive branch, and for other purposes. 


Be it enacted by the Senate and House of Representatives of 
the United States in Congress assembled, 


That this Act may be cited as the “Security Classification Act 


of 1975". 
: Gat 2. The Congress finds Chat ~~ 
(1} the interests of the United States and its citizens 
so pets ieee served by the widest possible public dissemination 
7 dhturmation concerning the affairs of government; 


fl) some types of information collected, used,. and 


kee tiated by Federal agencies is of a sensitive nature, 
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bearing on the conduct of our national defense and foreign 


policy and related areas, and must be subject to clearly 
defined and regulated constraints in order to protect the 
overall security of the nation and our people; 

(3) in all too many instances classification authority 
conferred upon Executive agencies and ehowsdwas of their 
employees under various Executive orders in etfect over the 


past 25 years has been flagrantly misused and abused, has 


failed to meet the standards of an open and democratic 


society, has allowed.too many government documents to remain 


Classified for too long a time, has failed to scours ade- 
quate administrative machinery to make the classification 
system workable and effective, and has frequently es, 
to conceal bureaucratic mistakes, illegal activities, or to 
prevent embarrassment to government officials and adminis- 


trations, thereby undermining to a dangerous extent the 


Overall] integrity and security of the classification system 
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and the protectio. of truly vital defense sets; 


(4) classification authority in the past, under the 
Executive order system, has been too widely conferred upon 


too many Federal agencies not having clearly demonstrable 


needs for such authority, which have delegated such authority 
to far too many agency employees, thereby cosdieiny in ever- 
acopibeeaeide volumes of agency documents bearing unnecessary 
markings and creating an administrative monstrosity; 

(5) unnecessary classification or overclassification 
of Gus etuene documents are the inherent results of the 
massive bureaucracy spawned by the Executive order classi- 
fication system, unable or unwilling to impose strict disci- 
plinary controls over the misuse or abuse of eiaseitiearies 
authority; 

(6) vast amounts of less anette yes routinely classified 
information remain in 5 iseeteies Bernt for inordinately 


long periods of time under the Executive order sytem because 


of the lack of workable administrative mechanisms to assure 
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periodic review, downgrading, and ultimate declassification based on 
a clear determination of the absolute need for the continued protection 


information 
such portions of classified/as would truly serve our 


of [ettinas 
national security interests; 

(7) it is essential that the inadequate and inefficient Executive 
order classification system be replaced by a workable, efficient, and 
enforceable statutory classification system to provide adequate safe~ 


uards against. the compromise of our nation's vital defense secrets 
& Pp ’ 


while at the same time upholding to the maximum erent possible the 
right of the American public to know how the affairs of of le caatie 
are being conducted; and 

(8) ene pursuant to such a policy, the statutory classification 
system must provide for workable sept ctatine eather in the are 


duct of classification decision making, for an independent mechanism 


for reviewing and policing all aspects of the classification program 
in each agency having classification authority, for full access to 


classified information by committees of the Congress whenever such 
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,inforsation is necessary to their investigative or legislative functions, 
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and for judicial review by the Federal courts in cases involving dis- 

putes over the proper use of classification authority authorized by 


the classification statute, 


Sec. 3. Title 5, United States Code, is amended by adding after 


section 552a the following new section: 
"8 552b. Classification and declassification of official infor~ 
mation. 
"(a) DEFINITIONS.-- For purposes of this section -~ 
"{1) the term ‘agency' means any agency as defined in section 
552(e) of this title that has been authorized to exercise classi- 


fication authority under this section: 


“(2) the term ‘classification authority’ means the specific 
dufies and responsibilities conferred upon a Federal agency a 
this section to apply authorized markings on Pericles information 
to safeguard such information from unauthorized Ba Pores to down~ 
cpade such markings on such official information, to remove such 


designations and declassify such official information and to 


perform other related types of duties in accordance with the 
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Approved ERS MHR2"E Zin Volticial Safomation meses any oie 
~document, map, tape, plan, chart, design, model, report, or 
other printed matter, or any type of weapon, weapons system, 
military hardware, or similar equipment that may be subject 
to classification markings to protect its unauthorized use 
by any agency pursuant to the authority omonitain in this 
section; 

"(4) the term ‘classification marking" means the various 

levels of limitation placed on access, control, use, ox dig 
semination of official information by those varneta: aeeaed 


officials under the specific criteria hereinafter deserfibed 


in this section; 
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"(b} CLASSIFICATION MARKINGS .~~No agency, as defined in section 
552€e) of this title, is authorized to exercise classification authority 
except as provided for in this section. Agencies authorized by this 
section to exercise classification authority may delegate to certain 
of its officers and employees authority to apply original classifica~ 
tion markings to official information as follows -- 

"(1) Top Secret; 

"(2) Secret: or 

"(3) Confidential. 

“"(c) AUTHORITY TO CLASSIFY. -- 
“(1) Official information may be originally classified as 

Top Secret by the following agencies ~- the Department of State, the 
Department of Defense, the Hepar enehe of the Army, the Department of 
the Navy, the Department of the Air Force, the Department of the 
Treasury, the Central iueeditipence Abendy, the Atomic Energy Com~ 


mission, the United States Arms Control and Disaxmament Agency, and - 


a 


by such offices within the Executive Office of the President as the 
President may designate by Executive order, 
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"(2) Oficial information may be origt-ally classified as 
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Secret by any agency which may originally classify official information 
as Top Secret and by the Department of Justice,the Department of Commerce, 
the Department of Transportation, and the National Aeronautics and Spéce 
Administration, 
"(3) Official information may be originally classified as 


Confidential by any agency which may originally classify offictal infor- 


mation as Top Secret or Secret and by the 


"(4) Within the agencies described in this eibdcaviae: the 
classification of official information may only be done by the head 
of each such agency, and such other senior principal deputies, assis 
tants, and subordinate officials within each such agency who ere 
designated in writing by the head of each such agency, opeeriea: 
however, that subordinate supervisory officials below the Level of 


section chief or its equivalent may not be designated to classify 
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such individual may be designated to classify official information 
unless his day-to-day operational responsibilities make it imperative 
that he have such authority. The head of each such ageney shall 
seniannually review each individual whom he has designated in writing 
as having authority to classify official information in order to take - 
away such authority from any individual whose daily operational respon- 
sibilities no longer make it imperative that he have such authority. 
"(A) Individuals who are designated in writing by the 
head of an agency pursuant to this subsection as having authority 
to classify official information may not redelegate such authority 
to any other individual. 
"(6) Except as otherwise provided by statute, the 
head of each agency described in this subsection shall compile 
and maintain a full and complete List of PANES, titles, and 
office addresses of all individuals within such aoadaues have 
the authority to classify official information as Top Seeret, 
Secret, ox Confidential, including a breakdown identifying 


individuals who have the authority to classify official information — 
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Comission. A copy of each such list shall also be made avail- 
able, upon request to the appropriate agency head by any committee, 
subcommittee, or joint conmittee of the Congress or by the Comptxoller 
General of the United States, to such committee, subcommittee, joint 
committee or the Comptroller General. 

"(C) Each individual who has the authority purusant to thie 
subsection to classify official information as Top Secret, Secret, 


or Confidential shall, in the exercise of such authority with 


respect to each item of official information, affix to the cover 
or top page of each such item the category of classification 
assigned to it, his name, title, including agency designation, 
the date, and eke automatic declassification date or event, ££ 0 
possible, that would cause such classified information to no 


longer require such level of protection. 


subsection to classify official information as Top Seeret, Secret, 


or Confidential shall be held accountable, under regulations 
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"(pD) Each individual who has the authority pursuant to this | 
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promulgatwd by the agency and approved by the Classification Review 
Commissiou, for his failure to accurately classify such infor- 
mation. 

"CE) Such individuals shall not classify aes infor~- 
mation in order to conceal administrative error, incompetence, 
inefficiency, wrongdoing, to avoid embarrassment to any individual 
Or agency, to restrain competition or independent initiative: we 
to cucgaee or delay for aay reason the release of official infor- 
mation otherwise required under sections 552, 552a, or 552b of 
this. title. 


"(F) Any agency officer or employee who, in the routine 


course of his assigned duties, uses, reproduces, or otherwise 
handles any classified information need not have authority to 
classify official information pursuant to the provisions of 
this subsection in order to place identification markings on 


material containing any such classified information to indicate 


its category of classification. 
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“QG) Any such individual who classities ofticial information 
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in’ violation of-the provisions of this subsection shall be subject 
te administrative reprimand, including suspension or such other 


disciplinary action as shall be determined by regulations promulgated 


by the agency and approved by the Classification Review Commission. 


"(d) CRITERIA FOR CLASSIFICATION MARKINGS .~--The use of classifi- 
cation authority with respect to official information, as authorized 
in subsection (c) of this section, shall be strictly limited by the 
various cratests applied to the designations Top Secret, Secret, and 
Confidential as described in this subsection. 

“(1) Official information may only be marked as SORTSEEECE 

‘whenever any of the fo EIOUERE criteria are deemed to clearly apply 

to such information by the individual Sueeisiae classification 

‘authority -- 

“(A) it contains specific details of an advanced 
weapons system not yet deployed, including its design, 
- technical or operational characteristics ox performance, 


" manufacturing data, or similar information’ or 
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against another country or for our own national defense: or 
"(C) it contains specific details of a cryptographic 
System of the United States or of another country, such as 
manufacturing data, operational characteristics or performance, 
use, or sine ie communications intelligence information; or 
'"(D) it contains specific details concerning foreign 
intelligence gathering operations of the United States, in- 
cluding satellite xeconnai sSnce er photography, comnunticetions 
interception involving other countries, intelligence sources 


or methods, including the qaeneiey of persons engaged in covert 


activities abroad on behalf of the United States; or 
4 "(E) it contains specific details of a current negotiating 
pos sition of the United States or another country in our diplomatic 
relations; or 

"(F) it contains information required by other statutes to 


be protected, including information marked as ‘Restricted Data' 


under the provisions of section £ title » United States Code. 
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weeavcas Lurormation may only be warked as Secret 
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Whenever an of the following criteria are deemed to clearly 
apply to such information by the individual exercising eiaeeis 
fication authority -- 

"(A) it contains specific details of a weapons 
eaten CHEBENGLY seheyee and which has not fallen into | 
the hands of a potential enemy or otherwise conpromised, 
ree its design, technical or operational character- 
istics, manufacturing data, or sinter information; or 

"(B) ay contains specific details of a tactical 
operational plan of a limited scale for a military 
operation by the United States against another country, 
including unit, troop, and weapons deployment, logistical 
support, and similar iapouae ton: or 

"(C) it contains specific details resulting from 
investigative activities by an agency concerning. the 


military, intelligence gathering, communications capa- 


bilities, or similar operations of the United States 


Apis tN REE HEN EE AEE PEPE LTE LN SEE EMAIL RH EERIE GRETA PTA ION AE NE ET FIT ERT CW 


Approved For Release 2005/05/23 : CIA-RDP82M00591R000500040022-0 


i? 15 
* Approved ForReélease 2005/05/23 : CIA-RDP82M00597R000500040022-0 
or other countries in which we are engaged in limited 


joint military operations; or 
"(D) ait contains specific details relating to 
Current operational objectives involved in the conduct 
of our foreign policy with another SDoeREys including 
highly sensitive information about o€fidials of such 

foreign governments. 

"(3) Official information may only be marked as Con- 
fidential whenever any of the following criteria are deemed 
to clearly apply to such information by the individual 


exercising classification authority -- 


"(A) it contains specific details involving research 
and/or development of an advanced weapons system, ‘in- 
cluding its projected operational characteristics, plans, 

, manufacturing data or test results, or similar infor- 
mation; or 


"(B) it contains specific details of the results 


of a tactical military operation legally authorized by 
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deployment of our forces, bases, damage reports, de- 


briefing information, losses of personnel and equipment, 


' Weapons performance data, and similar information, the 


disclosure of which would be BE mits caey value to such 
other country or its allies; or 
"(C) ait contains Specific details relating to 

elements of United States policy, strategy, or diplo- 

matic objectives with another ene the disclosure 

of which would seriously damage our current diplomatic 

relations with such country, 

wEaS Official information furnished to the United States 
by a foreign government, by an international seeeninue on or 
received by an agency as part of its intelligence gathering 
authority may be marked by the authorized Savas of the 
receiving agency as Top Secret, Secret, or Gonridentian. 


depending upon its category of classification by such foreign 
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government or international organization, or in the case of 
information obtained by an agency through its intelligence 
gathering Sees. depending on the sensitivity of such 
information as based on the criteria authorized by this sub- 
section. 
"Ce} DOWNGRADING AND DECLASSTFICATION OF OFFICIAL INFORMATION. - 
"(1) Except for official information classified as Top © 
Secret and qeceo hed. ak paragraph (8) of this subsection, any 


official information which is classified on or after the 


effective date of this section pursuant to the criteria des- 


cribed in subsection (c) as Top Secret, Secret, or Confidential 


shall be promptly downgraded to an appropriate less stringent 


mace rpeemt ing on cane omc Nett mana Anda 


category or declassified, as the case may pe hn individual 

“A 
within the agency concerned who has authority to classify such 
information or by such other official as the head of the agency 
may designate to exercise such downgrading or declassification 


authority, according to the provisions of paragraphs (2), (3), (# 


and (5) of this subsection. 
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2) Ceicial information classed as Top Secret 

shall be automatically downgraded to Secret not later than 

} 
twelve months after the date of its original classification 
as Top Secret, automatically downpraded to Confidential not 
later than twenty-four months after the date of its original 
classification as Top Secret, and automatically declassified 
not later than thirty-six months after the date of its original 
classification as Top Secret. 

"C3) Official information classified as Secret shall be 
automatically downgraded to Confidential not later than twelve 
months after the date of its original classification as Secret, 
and automatically declassified not later than twenty-four 
months after the date of its original classification ae, 
secret. 

"(4) Official information classified as Confidential 
shall be automatically declassified not later than twelve 
months after its original classification as Confidential, 


"(5) In the downgrading and declassification of official 
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information, as provided in this subsection, the time periods 
described for each category of classification shall be reduced 
whenever the authorized individual within the agency concerned 
determines that the impact of national or international events, 
policy changes, | 

fon the advance of technological developments, or similar. situatio: 
factors makes it clear that a particular level of classification 

protection or any classification protection at all, as the 

case may be, is no longer required with respect to that 
particular information. 

"63 Except for oprieiat Gtormaetes classified as Top 
Secret and described in paragraph (8) of this subsection, any 
official information which was originally classified prior to 
the fifteen-year period immediately preceding the eeiaenae 
date of this section prusuant to any Executive eeaes. directive, 
memoranda, or other authority and which is classified as Top 


Secret, Secret, or Confidential on such effective date shall 


be automatically declassified within twelve months after the 


! 
, 
le ae 
Le 


effective of this section by the head of the agency concerned 
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"(7) Except for official information classified as Top 
Secret and described in paragraph (8) of this subsection, any 
OTE LG 


Lal information which was originally classified during 


a Pat od 2 . = « - 
thefifteen~year period immediately preceding the effective 
he. 


date of this section pursuant to any Execuitve order and which 
is Classified as Top Secret, Secret, or Con fidentiat on such 
bees date shall be automatically downgraded or declassified, 
as the case may be, according es the ee o£ ret 
(2), (3), (4), and (5) of this subsection. 

"(8) Official information which is classified pursuant 
to the criteria described in subsection (c) as Top Secret on 
or after the effective date of this section, or which was so 
classified pursuant to the authority of any Executive Sauk, 
directive, memoranda, or other authority prior to such 
effective date shall be automatically downgraded to a less 
stringent category or declassified only in accordance with 
the procedures described in paragraph (5) and (9) of this 


subsection, provided however, that the individual exercising 
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cLhassitication or declassification authority within the 
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concerned agency makes a written determination that the 
affected information clearly meets any of the tests described 
in the following criteria -- 
“(A) ait contains specific details of a national 
defense or contingency plan, weapons system, or related 


defense matter the continuing protection of which is of 


vital importance to the United States, the unauthorized 


ae 
: ‘ f 
' disclosure of which would imperil the defense of our 


nation and the lives of our people; or 

"CB) it contains information the unauthorized dis- 
closure of which would compromise a cryptographic or’ 
communications intelligence system vital tc our national 
defense; or 

“(C) ait contains information the unauthorized dis- 
closure of which would compromise a current intelligence 
gathering operation or Scatnmaieg the life of an agent 


or source in a foreign country engaged in covert activities 


Approved For Release 2005/05/23 : CIA-RDP82M00591R000500040022-0 


PRBS os ear Sng Samet ge ean os ee ae ae i ra ne PAS ee Se ee NE tag re  maeer a ene Geena eae et eee nee at 


» 


pte are ne peeten amenam aoe 


Approved For Release 2005/05/23 : CIA-RDP82M00591R000500040022-0 22 


‘ vital Wy our national defense; om 
"(D) ait contains information that is specifically 


exempted from disclosure by another statute. 


"(9) Whenever a determination is made pursuant to the 
provisions of paragraph (8) of this subsection that official 
ineornaeien meets the criteria described so that it is not. 
subjected to the regular automatic downgrading or declaesrs 
fication procedures of paragraphs (2}, (3), or (4) o£ this 
subsection, nor does it qualify for downgrading or declassi- 
fication action under paragraph (5) of this subsection, the 
head of the agency concerned with the particular official 
information involved in each such determination shall -- 

"“CA) immediately report the results of such dees 
mination and the specific criteria that has been applied 
in such case to the Chairman of the Classification Review 


Commission, hereinafter established in subsection (g) of 


this section; and 
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"(B) upon formal writte™ request by the Chairman 


sent 


attain I 
¢ 
. 


F of the Classification Review Commission, he shall make 
available to the Commission a copy of the written deter: 
mination of the individual within the agency justifying 
the application of any of the criteria to the particular 
information; and 


"(C} designate an agency official to appear befor 


the Commission whenever, by a majority vote of its membt ; 
the Commission decides to hold a hearing a obtain addi - 
tional information from the agency to justify its deter~<€ 
mination in such case. 
If the Commission, by a two-thirds vote of its membership, 
rules that the justification provided by the agency at its 
hearing does not support the agency determination in such case 
it may issue an order denying such official information the 
exemption from routine downgrading and declassification action: 


provided in this subsection and such order shall be effective 


within five working days following the date of the Commissican's 


Approved For Release 2005/05/23 : CIA-RDP82M00591R000500040022-0 


en agree map et ESOL HME I eg RE A HEHE he ADL 
agen ena gets are ee ah Am Ohm : san 


Pee i es ates ae 


Approved For Release 2005/05/23 : CIA-RDP82M00591R000500040022-0 24 
i 


order, unles appealed by the agency as provided for in sub- 
section (h)(S) of this section. 


"(10) Downgrading and declassification of official infor-~ 


mation shall be accomplished by the prompt issuance of an 


official announcement by the agency concerned, including the 
date of such action, the agency official seeeieeas and 2 
description or. other Medeitieation of the information affected, 
authenticating the downgrading or declassification, as the 
case may be, to be transmitted to all known holders of copies 
of the affected information. 

"(11} Any holders of copies of the classified official 
Sato rnatieky when notified by the agency concerned of its 
downgrading or declassification, as the case may be, shall, 
upon receipt of such notification from the agency, promptly 
note on its copy the new classification level on any down 
graded item, the date, name and agency official authorizing 
such action, and, in the case of declassificution action by 


s 


the agency, the identical data, and shall promptly remove 
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such declassified item from existing security protection 


measures in effect. 


(f) 


"(12) In cases where classified official information -- 


"(A) is held by an agency originally exercising 
classification authority, but which no longer has such 
authority or which has ceased to exist; or 

"(B) has been transferred to a successor agency 
or unother agency originally sharing a classification 
interest in the offical informatien; or 

"(C} has been transferred to the General Services 
Administration in order to be placed in the Archives of 
the United States or in a presidential library, the current 
agency holder of the official information shall seoncienes 
regulations, with the approval of the Classification 
Review Commission, to designate an agency official who 
shall have the authority to downgrade such information 
to a less stringent category and/or to declassify it. 


ACCESS, STORAGE, HANDLING, AND USE OF OFFICIAL INFORMATION 
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(19% Each agency having classification authority shall 


2 


promulgate regulations, under standards and procedures 
prescribed by the Classification Review Commission as 
authorized by subsection (g)(5)(B} of this section, to assur 
the proper access, adequate safeguards, efficient handling, 
use, storage, and accountibility of official information 
classified pursuant to the authority of this section. 


(g) CLASSIFICATION REVIEW COMMISSION. -- 


(1) There is established a commission to be known as the 


Classification Review Commission (referred to in this section 


as the ‘Commission'). 

"(2)(A) The Commission shell be composed of nine nembers 
who shall be appointed by the President by and with the advice 
and consent of the Senate. Of the nine members -- 

"ij three shall, be chosen from among individual] 
recommended by the Speaker of the House of Repre~ 
sentatives; and 


"(ii) three shall be chosen from among individua 
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- recommended by the President pro tempore of the 
Senate. 
Of the three members appointed under clause (i) of this suk 
paragraph, not more than two shall be affiliated with the 
ee political party. Of the three members appointed under 
clause (ii) of this subparagraph, not more than two shall be 
affiliated with the same political party. Of the three 
members appointed by the President, not more than two shall 
be affiliated with the same political party. A vacancy in 
the Commission shall be filled in the manner in whieh the 
original appointment was made. All members of the Commission 
met sBe citizens of the United States. 

"(B)(i) Of the members first appointed ~-- 

"C(I) one recommended by the Speaker of the House, 
one recommended by the President pro tempore of the 
Senate, and one chasen by the President shall be appointec 


for a term of three years; 


, 
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one recommended by the President pro tempore of the 

Senate, and one chosen by the President shall be 

appointed for a term of five years; and 

"CITI) one recommended by the euler of the Hou 
one recommended by the President pro tempore of the 

Senate, and one chosen by the President shall be 

appointed for a term of seven years. 

"(ii) <Any member appointed to £111 a vacancy occurring 
prior to Pne ERP raion of the term for which his predecesso: 
was ee Shall be appointed only for the cenaiider of 
such term. A member may not serve more than one’ term on the 
Commission, except that a menber may serve after the. expirati 
of this term until his successor has taken office. 

"(C) No member of the Commission shall actively engag 
in any business, vocation, or employment other than that of. 


serving as a member of the Commission. 
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; "(3)fA) The Commission shall “ect a Chairman and a 
Vice chad ntan fram among its members for a term of two years. 
The Chairman and the Vice Chairman shall not be affiliated 

with the same political party. The Vice Chairman shall act 

as Chairman in the absence or disability of the Chairman, 


or in the event of a vacancy in that office. 


"(B) A vacancy in the Commission shall not impair 


the right of the remaining members to exercise all the powers 


of the Commission and six members thereof shall constitute 


a quorum. The Commission shall meet at the call of the Chair- 


man or any Six of its members. 


"(C) The Commission shall have an official seal whic! 


Shall be judicially noticed. 


. 


"(D) The principal office of the Commission shall 
be in or near the District of Columbia. 
(4) (A) Members of the Commission (including the Chairman 


and Vice Chairman) shall each be paid at the annual rate of 


| 
\ 
| 


basic pay in effect for level II of the Executive Schedule 


of section 5315 of title 5, United States Code. 
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; (8) 4) The Comnission Swill appoint an Executive 
Secretary, who shall be paid ata rate not to exceed the rate 
Ey 

of basic pay in effect. for level iv of the Executive Schedul 
of section 5315 of title 5, United States Code. He shall 
serve at the pleasure of the Ganession and shall be responsi 
for the administrative operations of the Commission. We shal 
also perform such other duties as may be delegated or assignee 
to him from time to time by regulations or orders of the 
Commission. 

"Cii) The Commission shall appoint a General Counse: 
who shall be the chicf legal officer of the Commission 
and who shall serve at the pleasure of the Commission. 
The Commission shall also appoint and fix the compensa- 
tion of such additional personnel as may be necessary to 
fulfill the duties of the Commission in accordance with 
the provisions of title 5, United States Code. The 


Conmission may also obtain the services of experts and 


consultants in accordance with section 3109 of title 5, 


United States Code. 
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Fates 
in the Same manner and upon the same conditions as other 


agencies. 


"CD) 


The Administrator of General Services shall 
provide to the Commission on a reimbursable basis such admin 


istrative support services as the Commission may request. 


"CS) (A) The Commission shall prescribe standards and 


procedures as it considers necessary or appropriate to assist 


| 
{ 
| 
4 


apencies in the development of regulations to effectuate the 


provisions of this section. 


"BY 


The Commission shall also prescribe standards 


and procedures to assist agencies in the development of regu- 


sen En ah DN 
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lations concerning the handling of official information which 


is classified in the intersst of national defense which shall 
be applied uniformly by the agencies concerned (including the 


Commission) and shall include, but not be limited to, the 


following -- 
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"Ci jwrassuring that (1) knowle@f&e and possession 


of such information shall be Limited to individuals who 
are trustworthy and whose official duties require such 
knowledge or possession in the interest of promoting 
national defense, that (Z) the term ‘official soepee 
shall include functions or services of Seeewne eben wed 
in the accomplishment of official programs or projects 
or other official tasks regardless of whether they are 
officers or employees of the United States, and that 

(3) no individual may withhold or authorize Waxnho idan 
such information from Congress; 

"(ii) assuring that such information shall be ap- 
propriately and conspicuously marked or otherwise identified 
in order to show its category, of classification; 

"(4ii) assuring that such information shall be 
marked in order to identify the agency which cilassified 
it, the date of its preparaticn and classification 


(including the date of its subsequent downgrading and 
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5 
declassification) , and the name and title of the highe. 
ranking person authorizing its cl 


assification (and sub - 
sequent downgrading and declassification); 

reg assuring that such information is appro - 
priately protected against dissemination to or access 


by unauthorized persons during use, transmission, Storas. 
and destruction: and 


"Cv) 


asspring that appropriate accountability rec- 


ords shall be established and Maintained with respect 
to such information. 


"(6) (A) The Commission may for the purfose of Carrying 
out its duties under this section hold such hearings, Sit 
and act at such tines and places, take such testimony, and 
receéive such €évidence, 


as the Commission may deem advisable. 


affirmations to Witnesses 


i The Commission may administer oaths or 
| appearing before it. 


"(B) The Commission may secure directly from any 
agency informaticna necessary to enable it to Carry out its 
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Vice Chairman of the Commission, 


furnish such information to the Commission. 


"(C) (i) The Commission shall have the power to is 


Subpenas requiring the attendance and testimony of witnesses 
and the production of any evidence that relates to any matter 


under investigation by the Commission. Such -attendance of 


witnesses and the production cf such evidence may be required 


from any place within the United States at any designated 


place of hearing within the United States. 
"€ii) If a person issued a subpena under clause (i) 


refuses to obey such subpena or is puilty of contumacy, any 


court of the United States within the judicial district within 


which the hearing is conducted or within the judicial district 
Witin which such person is found or resides or transacts 


business may {upon application by the Commission} order such 


person to appear before the Commission to produce evidence 


or to give testimony touching the matter under investigation. 
Any failure to obey such order of the court may be punished 


by such court as a contempt thereof. 
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wm (iii) The subpenas of ami Commission shall be 
served in the manner provided for subpenas issued by a 
United States district court under the Federal Rules of 
Civil Procedure for the United States district courts. 

"Civ) Ali process of any court to which appli- 
cation may be made under this section may be served in the 
judicial district wherein the person required to be served 
resides er may be found. 

"(D) The Commission shall carry out its functions 
with respect to the downgrading and declassification of 
official information as described in subsection (e}. 

"(EY The Commission may issue decisions, orders, 
and directives, and distribute reports, administrative memor- 
andums, and other information in order to assure that the 
provisions of this section are carried out. 

"(P). The Commission shall publish annual reports 
of its activities and shall make available for public inspec- 


tion at reasonable times in its office a record of its pro- 


ceedings and hearings. However, the Commission shall not 
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fication. 

"(G) The Commission shall conduct a thorough and 
continuing investigation and appraisal of the policies, stand- 
ards, and operations of agencies classifying information, in 
the interest of national defense, under the provisions of this 
section. 

"(H) The Commission shall, as soon as practicable, 
undertake a comprehensive study of the feasibility of utilizing 
advanced automated data processing methods and other advanced 
information systems technology in the classification and de- 
classification fields, including indexing and retrieval systems 
to expedite automatic downgrading and declassification pole 
cedures, while assuring that such systems development provide 
for adequate technological security to maintain the necessary 
level of protection to classified official information stored . 
in such systems. 


"(T}) The Commission shall investigate, upon the 
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vote of at least three of its members, inquiries initiated 


by private citizens, otficers, or 


employees of the United 


States, or any other person concerning any allegation of 
improper classification of official sneounnES On within the 
purview of this section, or concerning any allegation of the 
failure of any agency, or of any officer or employee thereof 
to comply with the provisions of this section, or any agency 
regulation, or decisions, orders, or directives of the Com- 


mission pursuant to this section. The Commission shall have 


a report published which describes the results of each such 


investigation. The Commission shall, when appropriate, refer 


such matters to the Attorney General of the United States, 


provided, however, that nothing in this paragraph shall be 


construed as pranting the Commission authority to inhibit, 


threaten, or abridge the rights of any person under the First 


amendment to the United States Constitution. 


"QJ} The Commission shall furnish to Conpress, 
committees of Congress, and the Comptroller General of the 
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United States, upon request, certain classified information 
necessary for Congress to discharge fully and properly all 
of its constitutional responsibilities. 


"Ch) ADJUBDICATORY AND APPEAL PROCEDURES. 


“C1) In any case within the purview of subsection (e} (93 
of this section, the Commission shall hold a hearing at which 
the concerned agency is entitled to present its case or 
defense by oral or documentary evidence, to submit rebuttal 
evidence, and to conduct such cross-examination as may be 
required for a full and true disclosure of the facts. 

"(2} The Commission shall meet immediately after the 
conclusion of the hearing to begin deliberations. The Com- 
mission shall render its decision in writing within eae 
calendar working days after the conclusion of the hearing. 
Such decision shall set forth in detail the reasons for the 
determination of the Commission. 

"(3) In carrying out its responsibilities under the 


provisions of subsection (e)(3) of this section, the Commission 
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is authorized to enter an order in each case ee granting 
or denying the agency exemption, in whole or in part, from 
routine dewngrading and dectassification actions. 

"(d){4)The Commission shall prescribe such terms and 
conditions as it deems necessary to protect the security of 
the information concerned, including poeenee limited to, 
requiring that the person requesting such information or 
his agent -- 

"Cay take adequate measures to guard the physical 
security of the information received; and 

"(ii) assure that access to the information be 
limited to Members of Congress whose responsibilities 
require access to such information, or to appropriate 
staff members of either House of Congress, or of any 
committee, subcommittee, or joint committee of Congress, 
or to the Comptroller General of the United States or any 
employee of the General Accounting Gefice wKe possesses 
proper security clearance. 
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"(5)(A) There is vested in the United States Court of 
Appeals for the District of Columbia exclusive original 
jurisdiction to review any final decision of the Commission 
under paragraph (3} upon complaint filed by a party to the 
proceeding at which such decision was made within fifteen 
calendar days of the date of such decision by the Conmission. 
The decision of the Commission shall be upheld if there is 
substantial evidence on the record to sustain that decision. 
Such case shall be immediately sousidered and shall have 
precedence over all other cases pending before such court. 

"(B) There is vested appellate jurisdiction fin the 
Supreme Court of the United States to review by appeal as a 
matter of right any decision made by the United States Court 
of Appeals for the District of Columbia pursuant to this para-~ 
graph. The Supreme Court shall act promptly in considering 
such appeal and rendering its judgment thereon. 

"(C) The judicial review provided for by this para-~ 


‘yaph shall be the ex sive mode of judicial reivew.” 
Bray clusiv 
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President, in conformity with article II, section 3, and artic 
IT, section 8 of the Constitution of the United States, shall 
keep Congress fully and currently informed with respect to 
all of the activities of agencies covered under this Act. 

SEC. 5. Section 552(b)(1) of title 5, United States 
Code, is amended to read as follows: 

"C2) (A) specifically authorized under criteria 
established by an Executive order or statute to be kept 
secret in the interest of national defense or foreign 
policy and (3B) are in fact properly classified pursuant 
to such Executive order or eeatuten”, 

SEC. 6. The chapter analysis of wears of title 5S, 
United States Code, is amended by inserting: 
“S520 Classification and declassification of official infor- 
mation." 
immediately below: 


"8S2a Records about individuals." 
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SEC. 7. There are authorized to be appropriated such 


suns as may be necessary to carry out the provisions of this 
Act. 

SEC. 8. The provisions of this Act shall be effective 
i80 days following the day on which this Act is saaeesa: 
except for the provisions of Subsection (g)}, which shall 


be effective on and after the date of enactment. 
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